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MATTHEW O. MCDONALD

PRINCIPAL SYSTEMS ENGINEER (SSE4) 

EDUCATION 

Master of Science, Computer Systems Management, University of Maryland    

2003

Major:  Information Assurance, earned 21 as of December, 18, 2002.

Bachelor of Science, Information Systems Management, University of Maryland

1998

High School Diploma, Johnson High School, St. Paul, MN




1979

TECHNICAL TRAINING 

NSA IAM Certification Training




4-Days


2002

CISSP 








3-Days


2002

CISCO PIX Firewall Training




5-Days


2001

ISS Internet Scanner Training





5-Days


2001

Netranger Training, Wheelgroup




5-Days


1998

Network Intrusion Detector Training, SPAWAR Charleston

5-Days


1997

Oracle Master V6, Oracle Corporation


 



1995

Admin Oracle V7 Database, Oracle Corporation


14-Days

1994

MS Office Products Training Course, NSS Washington




1994

Apprentice, Data Processing Technician, National Apprenticeship Program

1994

Navy Leader Development (A-500-0036), NAS Keflavik




1994

Oracle Database Management Course, Digital Corp


5-Days


1993

OpenVMS & Network Management, Digital Corp.


5-Days


1993

OpenVMS & Network Management II, Digital Corp.

5-Days


1993

OpenVMS & Network Management III, Digital Corp.

5-Days


1993

Automated Telecommunications System Technician (NEC 9182), NTTC Pensacola
1989

CMS Custodian Course, NAVBASE Charleston, SC

5-Days


1987

Sealed Authentication System, NAS Key West


4-Days 

1987

TACINTEL Communications Operator (NEC 9185) NTTC Pensacola


1983

Cryptologic Technician “A-School”, NTTC Pensacola




1980

SPECIAL QUALIFICATIONS

Professionally skilled IT manager with extensive knowledge of network and information security, system architecture design/development, risk assessment and project management.  Management skills are augmented by strong technical skills in the areas of vulnerability assessments and analysis, Oracle database administration, office automation services, cryptographic devices, message handling systems and help desk operations.  Numerous awards and certificates document level of expertise and knowledge of Information Technology and Information Security, as well as management skills in developing and introducing security solutions that take advantage of current hardware and software technology.

HARDWARE:
Intel, IBM RS-6000, DEC Mico-VAX

SOFTWARE

Operating Systems

Database Management
Spreadsheets

DOS



Oracle V6


Excel

Windows


Access





Word Processing

Program Management

Presentation
MS Word


MS Project


PowerPoint

MS Outlook






Page Maker

Programming Languages
Graphics


CAD
Cobal



Paint Shop Pro

Visio

Pascal



Photo Shop

Applications

ISS RealSecure

NetRanger

Axtent

AISM (a.k.a. Joint Intrusion Detection System (JIDS))

SIGNIFICANT

EQUIPMENT:
Cryptographic Systems, including KG-84, KW-46, KL-51, STU-III. Telecommunication Systems supporting of U.S. Navy CRITICOMM and SPINTCOMs, including TACINTEL (AN/UYK-20), STREAMLINER (LACT-B), Multi-User Special Intelligence Common (MUSIC), and Teletype Systems (MOD-40, UGC, etc.)

SPECIFIC WORK/TASK EXPERIENCE

ManTech Security Technologies

Dec 2001 – Present

Program Manager Information Systems Security:  Responsible for leading, directing and managing the activities of a diverse group Information Security Technologists.  Provide accurate control and tracking of a mixture of Information Security projects and the routine status and budget reviews to ensure INFOSEC projects meet and exceed client expectations.  Assist in planning and implementing Information Security organizational goals and objectives in improving the competitive position of the company.  Develop statements of work, responses to solicitations, and sales and marketing plans.  Develop position descriptions, conduct hiring interviews and make hiring recommendations. Schedule and allocate work; provide advice, guidance and training to subordinates; and recommend appropriate personnel actions.  Management: Seven IT professionals.

Directly responsible for generating revenue in excess of 730K in 12 months by formulated the plans, goals, and objectives in expanding a managed security service offering resulting in three full-time staff positions in support of a Government Agency. 

Lead the procurement, installation, and configuration of CISCO PIX firewalls, routers, and network security tools enhancing the security postures of NASA Goddard. 

Developed and delivered various security policies and procedures, specifically, System Security Plans (SSP) and Contingency of Operations Plans (COOP). 

Co-author of NAVSEA’s Submarine Warfare System Information Assurance Management Plan detailing information assurance requirements, objectives, and actions in providing and implementing Information Assurance on U.S. Navy submarines.

Drafted, generated, and coordinated corporate responses and inputs on a variety of Information Security proposals for Government and Commercial clients. 

ManTech Security Technologies

Feb 2001 – Nov 2001 

Principal Information Security Engineer:  Responsible for developing and implementing advanced Information Security (INFOSEC) methods, techniques and systems.  Identifying, and determining system security requirements, conducting vulnerability and risk assessments, providing technical advice and assistance in solving complex security problems.  Evaluate emerging information security tools, products, and procedures.  Management: Primary interface for six clients and the supervision of four IT professionals. 

Performed various vulnerability and risk assessments and network evaluations to identify and mitigate potential threats to Information Technology (IT) resources for Government and Commercial clients.   Documented findings, prepared reports, and develop strategies and recommendations directly enhancing the Confidentiality, Integrity, and Availability of Client IT resources. 

Managed the corporate network infrastructure.  Leadership and guidance resulted in significant enhancements to network security and End User support.  Developed and implemented an Internet migration plan for the smooth transition from a shared ISDN line to a T-1 line.  Supervised the installation Cisco switches, PIX Firewalls, and high performance servers.
Coordinated the set-up, product demonstrations, network accesses, and exhibit staffing in arranging the company’s first Armed Forces Communication and Electronics Associations (AFCEA)convention and exposition. Procured sponsorship opportunities enabling company leadership to meet and discuss corporate capabilities with Senior U.S. and Foreign government and military officials. Shaped, guided, and procured marketing materials and show “giveaway’s” resulting in the Director of AFCEA commenting that our exhibit was one of the more popular at the exposition. Exhibit generated over 120 prime contacts.

Titan Vigil

Sep 2000 – Feb 2001

Director, Technical Support Group. Responsibilities included:  Risk and vulnerability assessments, intrusion detection system placement analysis, system installations, and client care and feeding.  Partner with and accompany sales staff as lead technical representative in marketing, presenting and demonstrating managed service capabilities to prospective clients.  Interface and coordinate with various security analysts and network engineers in meeting client monitoring goals and objectives.  

Development, creation and implementation of strategies, procedures, processes and solutions in starting an innovative new commercial business venture for managed intrusion detection services.  Significantly exceeded established goals and objectives, met initial operating capability ahead of schedule, and lauded for designing and producing various marketing materials, proposals and user manuals. Provided company leadership input, guidance, and recommendations for improving service offerings based on client feedback and lessons learned.  Line manager for a team of 3 Information Security professionals.

Titan Averstar

Oct 1999 – Sep 2000

Program Manager. Responsibilities included:  Developing and presenting Information Security (INFOSEC) solutions to DoD agencies. Analyze problems and requirements in recommending solutions based on user needs, security polices, doctrine and regulations, and knowledge of information security products.  Accountable for all aspects of program management in administrating and achieving Statement Of Work and Delivery Order tasking including: cost performance, scheduling, planning, resource allocation, budgeting, and customer liaison.

Effective demonstration of technical and communication skills as the lead briefer for a $30 million dollar DoN INFOSEC contract proposal.  Organized, designed, and shaped the content and layout for the oral presentation and provided technical input, writing and reviews in support of the written “Other Factors” submittal. Lead a team of 11 sub-contractor project managers and technical professionals.

United States Navy 

Nov 1999 – Jan 1980

Rank/Rate at retirement:  Master Chief Cryptologic Technician – Communications (CTOCM)

Served with distinction at the following worldwide locations.

HQ Naval Security Group Ft Meade, MD

Dec 1996 – Nov 1999 

Network Security Systems Action Officer. Responsibilities included:  procuring, testing, evaluating and implementing advanced network security tools.  Exercised day-to-day management control for enterprise wide vulnerability assessments, penetration testing, network monitoring and focal point for resolving network security issues with other DoD agencies. Representative to various DoN/NSA working groups drafting, updating, and implementing DoD INFOSEC policies and procedures, specifically:  DITSCAP, COE/IT standards, C4ISR, JTA, UCA, and MCA architectures.

Conducting executive marketing presentations, developing program management plans and budgets, preparing contracting and procurement orders, and performing hardware installations in creating a $1.6 million dollar worldwide intrusion detection network.  

Set a Navy Information Assurance benchmark by instituting a comprehensive network vulnerability assessment program and negotiated computer maintenance support agreements that significantly reduced annual operating costs and enhanced system availability and reliability. 

Demonstrated superior leadership and communication skills as Chairman of a multi-service working group comprised of senior Government officials that created a precedent setting Joint Computer Incident Handling Database for sharing, tracking and analyzing network security incidents across the DoD.

Naval Security Group Ft Meade, MD

Dec 1996 – Nov 1995

Information Services Division Chief. Responsibilities included:  Supervision and management of day-to-day operations for an information Help Desk providing 350+ end-users office automation and networking services.

Activation of the first Help Desk and Support System within the Naval Security Group by turning a junior work force into an effective team successfully handling 5400 trouble calls in the first seven months of operation.

Naval Security Station Washington, DC

Sep 1993 – Nov 1995

Oracle Database Administrator and Division Head. Accountable and responsible for Oracle database administration duties and system performance tuning on a DEC MicroVAX.  

Set up an ingenious training and development program featuring computer learning, vendor schooling and on-the-job training sessions which significantly enhanced the engineering team’s professional growth and technical proficiency.

Hand selected to provide the leadership, management, and supervision for a 15-member application support and software engineering team.  

NAVSECGRUACT Keflavik, IC

Feb 1992 – Sep 1993

Automated Data Processing Security Officer (ADPSSO) and Communications Department Chief. The administration of ADP hardware and software resources, consisting of 60 Automated Information Systems and over 3,000 magnetic media items, and ADP security and training program and the overall operation and efficiency of a Dual Access Remote Terminal CRITICOMM Center encompassing all communications function including a technical control facility, STREAMLINER remote MUSIC, HFDF, and Advanced Narrowband Digital Voice communication suites.  

Designed and implemented a Local Area Network for the interchange of documents between ADP resources. The LAN initiative tremendously improved information flow within the command and saved $6900 in LAN set up costs.  Achieved a 33% reduction in the number of staff hours spent in preparing various communication reports by installing, reconfiguring, revising and updating automation and network diagnostic tools. Provided the direct day to day leadership, supervision and management of 15 personnel.

NAVSECGRUDEPT Rota, SP

May 1989 – Feb 1992

Communications Watch Officer . Directly responsible for management of over 400 Crypto-covered Telecommunication circuits, 2 Communication Message Processing systems and CMS supporting U.S. Navy forces worldwide.

Developing and implementing rapid message delivery procedures to naval commanders during initial phases of operation DESERT SHIELD. Set personnel performance standard and goals resulting in a 60% reduction in message handing errors by watch section.  Direct supervision of 17 watch section personnel.

Various Worldwide Locations/Career Building Assignments

Feb 1992 – Jan 1980  

COMUSFORCARIB, Key West FL — SysAdmin for DEC PDP11/70 and Technical Control Operator,

NSGA Naples, IT — Communication Watch Supervisor & Mediterranean TACINTEL Manager

COMSIXTHFLT, Gaeta, IT — TACINTEL Operator and Message Handling worker.

LANGUAGES:      None

GEOGRAPHICAL EXPERIENCES    Italy, Spain, and Iceland

REGISTRATIONS/CERTIFICATES/LICENSES 

NSA IAM Certification

CISSP Certification

PROFESSIONAL MEMBERSHIPS/LICENSES       None 

AWARDS AND HONORS

Awarded Navy-Marine Corp Commendation Medal for service and action as the Network Security Systems Action Officer. Awarded Navy-Marine Corp Commendation Medal for service and action as the Information Services Division Chief.

PUBLICATIONS/PRESENTATIONS        None

CITIZENSHIP:        U.S. Citizen 

SECURITY CLEARANCE:         TS/SCI with Polygraph

LOCATION:         

REVIEWED

_______________
____________________________________

(Your Signature)
Date)

(Supervisor Signature)

(Date)

EMPLOYEE PROFILE SHEET

DEGREE

Level


Designation
Field
Bachelor Degree
BACH

Computer Science

EXPERIENCE

YEARSEXP:

23 

EXPERTISE:

Information Security and Telecommunications 

01/2003


